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" Research Theme: N Research Theme: 7
Pervasive Services Service-Based Applications

Service Tooling

Cloud Robotics

Continuous Deployment Cloud Native
for Cloud Services Application Design

Operations

Active Service
Management

A b A

Service Prototyping Lab (SPLab)

!

Research Theme:
Energy

Energy Monitoring

-

Research Theme: N Research Theme:
Infrastructure Platform
Cloud Orchestration

High Availability

Cloud Storage Paas

SDN for Clouds

Energy Aware
Cloud Load Mgmt Distributed Computing

Cloud Incident Mgmt

vy

.

Rating, Charging, Billing
AN

InIT Cloud Computing Lab {ICCLab)
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Transfer

Education

Tech Transfer/SMEs
“" ""‘ Impact
Publications Open Source
Standards Labsite
“" “" Foundation
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a Announcing SCALE-UP Project

IGGLAE, ZHAR |- phisedd I frvsirncs: e siestesahiil lanm of Ol project
S whiih i forcksd uindksr program GLUS2075:201 6 P-2 tiam T pr ot
consotium Inchdes 2 leading univercilies of Switzerlard inchiding EPFL Unkversbies ol
Berm Biased, 51 Gaben, USL ZHAM FHMAL FFHS, and FHSG. The kick-ol mesting ook

S s place on August 28 5015, af the project codrdivabor's premices. The consortiom is ied by
: BWITCH
i Aok
- Za E i
| |
= ! Announcing the Service Profotyplng Lab LENIE & RERLY
"y Barvice Prototyping Lab {SPLab) LG & HERLY
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Zurmo CRM

Load Balancer

Web Server n
| Zurmo Application Core |

Web Server 1

Zurmo Application Core |

o

( DB Slave )— ___________________

Monitoring Systems

System-Monitoring

Application-Monitoring

Log Collector

Management Systems

Health-Management

Configuration/Service
Discovery

Auto-Scaling
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Hello World. §~%[Hell]x&yU
(12 Bytes) "}~[o_Wo] 7°#
a+"[rld.)(3q
(jeweils 12 Bytes)
i I i
Hello World. Hell (4 Bytes)
(12 Bytes) o_Wo (4 Bytes)
rld. (4 Bytes)
i I i
Hello World. XHXAX_KXXKAX. (6 Bytes)
(12Bytes) — A\® N===nn (6 Bytes)
1 (6 Bytes)
Hello World. T: Hello (6 Bytes)
(12 Bytes) World. (6 Bytes)
} I i
Hello_World 1111111 | (4 gytes) W
(12 Bytes) 2212232 X (4 Bytes)| 2222222
3333333 | (4 Bytes). ... A

Interpolation

)



data | _b:8

# "
P | 1

w3 fwl fw:2

unaligned fragmentstream iaddmi

-

] 1 ".__._pw:}t___-' 1

aligned fragmentstream iaddini
: pw;2' A
8 :
9 9
9 9 99
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W_min=4
W=5 (randomly)
f1 W_max=6
0 Lop w=T

Bitfield: w=7 k=2

Fragmentation

Shuffling
—_p Fixed assignment

— pp Rotated assignment
—_r~p~ Random assignment

SPLAE

Valid variants LITT [IT]
BN [ | N
. 'Hp En B
N HE HE B
nvalidvariants DI | | B [ ] X (1)
BN BN X ae
B[] X 3)

Error cases:

(1) one bit too few set, Hamming weight wrongly determined
(2) one bit too much set, secret-sharing rule not honoured
(3) non-decidable variant and fragment without information

)7
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Steganography Compression
(s) T — I
S+C
A ANV JC. A 4
D+S D+C E+S E+C
A A
= L D+E _
Dispersion / \ Encryption
@ (E)
; | s E?on tributions ; 9
8 9; &




A Confidentiality

~ high-grade
. encryption

processable
dispersed & | ;
encrypted data !

| original data

replication :

without encryption
Runtime efficiency

)*



~equal distribution

cost-
proportionai

- >
Availa- umber
bility f services
| availability-
| proportional
 capacity-
proportional
SPLAE V¥V Cost efficiency (1-p/c) -
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Equal distribution (for secret sharing)

s2
a: 0,92 <3
sl : a: 0,97

a: 0.99

P | I.I"i
Proportional distribution [a]
52
a: 0,92 g3
1 109 a:0,97
a: 0.99 : 0.4

:1,0 : __
. L]

Absolute distribution [a]
52
a: 0,92 g3
1 0.9 a:0,97
a: 0.99 : 0.4

;1,0

Proportional distribution [c]
52
a:092 g3

1 109 a:0,97

a: 0.99 : 0.4
:1,0

Absolute distribution [c]
52
a:092 g3

1 09 a:0,97

a: 0.99 : 0.4
:1,0

Proportional distribution [p]
52
a: 0,92 g3

<1 109 a:0,97

a: 0.99 : 0,4
1,0

Absolute distribution [p]

52

a: 0,92 g3
<1 109 a:0,97
a: 0.99 : 0.4

:1,0 _ _

Data fragments
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bin-packing
distribution

distribution

availability = Z( )al (n—ap)"
availability = Z Ha,-- H 1 —a;

SeEP,,(C) \I€ES ieC\S

t heterogeneous capacities [

PICav+ distribution ]

combinatorial combinatorial
PICav distribution .| staggered distribution

[
/\

[ swarm OFtIWIEatID" J [ PICav distribution ] [ cnr_nbmatt;nal ] [ﬁtaggered di5tribution}

distribution .
distribution® determination 4 A
A algorithmic foundation
SPLAE" (:uptimisatiun methndsj clustering :] [: combination ] [ staggering :]
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» Multi-Cloud Storage Simulator

Service Awvailability - Capacity i Price ‘Data
- google-drive 99.90%/3  unlimited/elastic free  1+1
™ amazon-s3 98.8B6 %/fa  unlimited/elastic free 140
atht 99,50 %fa  unlimited/elastic free 1+1

linode 99,95 %/fa  unlimited/elastic free 1+1
apple-icloud 99.65%/fa  unlimited/elastic free 1+1

Target availability (%): 98 £ | Capacity (GB): [0 % | Price (€): 0  ©|Runtime (s} 0

Algorithm:  PlCav v | Tracing: | Important | [ Determine distribution |

|aw100.0000% c-0:80.00% p:0.00 [time:1.47 ms]

» Senices;

» [S[google-drive:av=0.9990,r=0,p=0.00], S[amazon-s3:av=0.9886,r=0,p=0.00],
Slatét:av=0.9950,r=0,p=0.00], S[linode:av=0.9995,r=0,p=0.00], S[apple-icloud:av=0.9965,r=0,p=0.00]]
#» Ordered services:

» [S[amazon-s3:av=0.9886,r=0p=0.00], S[at&t:av=0.9950,r=0,p=0.00], S[apple-
icloud:av=0.9985,r=0,p=0.00], S[google-drive:av=0.9950,r=0,p=0.00], S[linode:av=0.9995,r=0,p=0.00]]
» Global availability interval:

= (0,9886, 0,998950959999995949)

» lterative clustering:

= (iteration:1)

» linterval0) (0,9886, 0,9995099999999999) {5 services} & 1 elements

» (calculation) k=5 m=0 == availability=0.98

» (iteration: 2)
w fimtameal 0l (0 =l = S COANCAQOOOOOO00O0Y f] camvicacl =1 5_|u,_m.::n_+_c'
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SPLAE

Emulation of Service Unavailability on Scenario 'picav’

| | | | | | =
Google Drive/0.99900 N
I I I I I —
Amazon 53/0.988 [
| | 3
AT /0.99500
[ [ [ [ [ [ —]
Linode/0.99951
I I I I I =
Apple iCloud/0.99650
5000 10000 15000 20000 25000 30000 35000

Time (5)




Emulation of Data Availability on Scenario 'goldstandard’

S
o)
E
2 06} -
(G
Z target me—
0.5 combinatory ———
picav ——
0.4 absolute |
' picav+ ——
proportional ——
0.3 ] ] ] ]
0 500 1000 1500 2000 2500

Time (s)
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Static service
selection

Policies

.

( Service access )

LY
Operator
distribution
LY
Configuration

vertical

)
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Compute

Stealth Processing

Optimised execution
Programming model

Algorithms zgf-

" Availability )
W NFP stalbifity [
e T

=
Taa,

] rFy ]

Techniques: Stealth
search and arithmetics

" Sampling “1{
i i

Networking / Storage

Stealth Transmission

Data relation schemas
Data transport

A
Stealth Distribution
Distribution assignment|----

Fragment ordering

A
Stealth Coding

Combined coding

Steganography
Encryption
Compression
Recursive coding

|Fnrward error cnrrectinnl---- .

I

Visualisation )

Technique:
Redundancy search

Control
vertical

Relation schemas:
DRS, FRS

Technigque:
PICav+

Technique:
Bit expansion

| |
Usage pipeline/vertical

Technigque:
Bit splitting
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