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Photography Mindset

2017
2004 0 >
film roll memory card 16 - 128 MB memory card 32 GB
=> 36 photos ca. 1 up to 2 MB per picture (JPG) ca. 5.5 MB per picture
=> up to 100 photos => up to 6000 photos

2 innovations:
technology: analog photography - digital
mindset: scarce resource — disposable
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Cloud Applications 2006
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Cloud Applications Mindset

EC2

2000 2006
physical programmable light-weight containers
servers infrastructure with

virtual machines

2 innovations;

technology: raw server access — fully managed infrastructure & platforms
mindset: scarce resource — disposable (again!)
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Observations

Evolving technology enables changing mindset.
Design for resource cornucopia and scale. (Cheap & plenty)
Design for failure. (Other risks: leaks, delays)

Design for portability and adaptivity.

legac
sof?wa¥e cloud- ~ cloud-
S aware ~  native
applicatio /

Focus on cloud-native applications.
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Suitable designs

Microservice compositions

s e | i
P (failover, load balancing) ™. .
- r e L
r ||I .-__.-'"-. e "". :
If | _t ™ | i N
/ Distributed, \ Distributed | *,
! 'Ennrdinatnrl / \ 'Ennrdinatnrl i

f :
( |" | ) \
‘ Stateful —l;—_—_—j?__-____l Stateless —I B _L B
e
|

Microservic ‘ ctateless —L Microservice IL\‘ Stateful |
Microservice =~ [ [ —————/f Microservice
LU o S g TRl o ! e e e ey
| physical host \\ ;’f physical host |
application i

1 O T5

Microservice  service(s)
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Suitable designs

Self-managed microservice compositions

* stateless microservices — horizontal scalability

* self management — resilience

Leader

Composition cluster H

Progress on
* design patterns
* composition patterns
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Suitable technologies

All (five) ways lead into the cloud...

-

—J

procduction

Virtual Container App Function Unikernel
Machine Package

Cloud-native affine: containers, functions (horizontal scalability)
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Suitable technologies

Container technologies (image formats, image production tools, runtimes)
* Docker — talk mostly refers to these

* Rkt

* LXC

* OCI

Function (“serverless®) technologies
* to0 many to mention here
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Cloud-native applications challenges

CHA publicafions chart

LRl NS
= 2015

2014
= 2015
L_J N
SEnar

Frlertinrea

Important research topics
- rightsizing

- self management

- stateful services

- stealth properties
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Rightsizing cloud applications |/ 1

Deployment into constrained environments

Application:

' workstation
Type Graph [TG] Instance Fr‘sph {1G)

' PIIJ:ll.jl' :"”:':"!n"
S ;
.I"u.ﬂu.l' | ( ) r _.'.'._.'.'._.5,
usa Y
o

FH.'FI

KL,/

server/platform B

Artefacts:

- containers

- composition description
- deployment description

ICCLAB =
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Rightsizing cloud applications [ 2

Platform B restrictions: Kubernetes example

Resource type Used Max
CPLU (Limit) 0 cores 2cores
Memory (Limit) 0 3 GiB
Pods ¥ 15
Resource type Used Max
Config Maps o 10
Fersistent Volume Claims 1 5
Replication Controllers o 50
Secrets 9 20
Services 0 20
Resource Default Default Max Limit/Request
type Min & Max(® Request® Limit & Ratio &
FPod CFU 50 1core — — —
millicores
FPod Memory 50 MiB 2 GiB — — —
Container 50 1core 100 millicores 500 —
CPU millicares millicares
‘ e -y Container 50 MiB 2 GiB 100 MiB 512 MiB —
ICCLAB & Memory
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Rightsizing cloud applications [ 3

Application analysis via deployment description

namespace = cool

fFTEEI I EEETsrEEr s EmEsrsmEsrEmEg, fFTEEI I EEETsrEEr s EmEsrsmEsrEmEg,

ONE POD { | ANOTHER POD

(" deployment Yy i i ( deployment
I container=x container=y
EXPLICIT | i |[label=x Poi [label=y i | MrLiCIT
millicores=20 P millicores=50 (PROVIDER

\-v-/‘* SN J\Evg/DEIAL!LT:I

" service Y i i  service Y

selector=x P selector=y

CANNOT DEPLOY! REASONS:
‘ NO PER MISSIONS (NAMESPACES), QUOTA (CPU, OBJECTS)
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Rightsizing cloud applications [ 4

Automatic rewriting to fit into constraints
(trade-off: less scalable or manageable)

My Coor KUBE APP
REWRITTEN :

ONE POD

(" deployment

container=x,y
label=cool
millicores=10

\ v

" service )

selector=cool

ab - WONDERFUL DEPLOYMENT..
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Rightsizing cloud applications /| 5

Assumption: n-replicas per microservice. How to determine n?

ICCLAB &
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/

Composite
Stateless Application
microservice 1
Replicas: L4
Stateful

microservice 1

Stateless
microservice N
Replicas: L,

I

k Replicas: F4

Stateful
microservice M
Replicas: F
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Rightsizing cloud applications / 6

Autoscaling behaviour in contemporary platforms

Autoscaling (emulation: all cores) Autascaling lemulation: atl cores)
£ e : — 400 T 0.25
10t performance (duration in s) 10} utility
o} 1 350 gl
0.2
8r 1 300 8
Tt : Tt
-+ 250 015
6 6|
z k- =
E 5 | (] ED':l E 5 2
ar 150 4t i 01
ar 3l
100
2F 2r - 4 0.05
y . ' I
% 1 2z 3 4 5 6 7 8 § 10 ° % 1 2 3 4 5 6 7 8 9 10 °
configure configure

Conclusion: Autoscaling is not sufficient.
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Rightsizing cloud applications | 7

Simplified scaling graph

expected
performance

actual
performance

..-—-—'-"‘_-_'_'_-_’

# replicas

.
[l

Considerations:

- stateful vs. stateless microservices

- desired policy: fastest, cheapest, acceptable rate compromise
iy
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Rightsizing cloud applications / 8

Measured combinatorial scaling depending on desired policy
(using ,scalable-containers” reference application)

Title Policy maz, maxz, Rate||#S-ful #5-less Cost Makespan
baseline fastest X X X 2 7T 0.83 35.92
baseline |[cheapest X X X 1 1 0.33 =29.16
with C fastest 45.0 0.8 X 2 5 0.795 40.07
with C  |cheapest 45.0 0.8 X 1 5 0.5 43.79
with C&R| fastest  45.0 0.8 1.06 1 T  0.58 41.88
with C&R|cheapest 45.0 0.8 1.2 1 7T 0.58 41.88
Legend: S-less = stateless, S-ful = stateful, C = constraints, R = rate
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Self-managing applications [ 1

Self management: fulfilment of requirements (scalability, resilience)
independent of surrounding platform capabilities.

Distributed applications for management functionalities
* health management

* autoscaling

* adaptive service placement

Architectural basis: distributed in-memory key-value stores (for
coordination)

* Consul, Zookeeper, Etcd, Dynamo, Pahoehoe

* stateful microservices using consensus algorithms

* differences in strong/eventual consistency guarantees

ICCLAB &
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Self-managing applications [ 2

Instantiation/ uind] ) s e i 16 Rl &
deinstantiation oLl
set LBﬁidIEﬂdﬂninT:ﬁh
sequence watch AS/" |
diagram for Py
CaChIng(CA) and _set assdsendpoint=y
application server (AS) —
connected to database (DB) ﬁrmug_urm
deploy b
(Orch: orchestrator; . set CAfid/endpointes
LB: load balancer; deploy ;
etcd: coordination kv-store) . set DB/idfendpoint=t
state="active I
LAVE rr-:'.nnitnrm_r; |
il check 1 active
EEHE{.R LT lieade
=tart auto-scale
- =
start h=alth-mgmt
‘ 5;:_3': g="shutdown'
:
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Self-managing applications / 3

CNA-ified Zurmo CRM software architecture, deployed on fleet/CoreOS

=ar

Qs
A

Application Ecosystem

Monitoring Systams

Zurmo CREM
Load Balancer System-Monitoring
? Rv ApplitaLiun-MuniLurirlgl
p——————— e e
Log Collector
Web Server n

IZurmu Application Cnrd

Web Server 1
IZurmu Application Cund

Management Syste ml

———— | - - Hea]th-h"lanagern.eni
| | ]

' ( DB Master ) | & Ry ( Cachen )}

| v | | T

I

Confiquration/Service
. ! | - Discowery
‘ I { DB Master :| I I ( Cache 1 )
: ! ! I ,
IECLAE : S —— - Aubo-Scaling
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Self-managing applications / 4

Monitoring and logging processes within the CNA-ified architecture

ETCD

[ [ ] SCavarny
Y
Contalner Apache NI

Container Log- \| Container Logstash N\ (container | (ﬂuntainar 1
, | Gourier Apache

Elasticsearch || Kibana

Logrtash | Inriscx
&

boru

i 2

i [nedumk]

! Shp

;‘T‘— [vetmcek] Log-spesific

H i g rH b

waioh —
: i
H . L Hitmna |
: A

U = BB

Wink: . "
E . [+ H
| Lo Courir r[.':untainar e arch
. \ ] e | Logstash T
. :' it : B (LR
L_ — é : wmtzh
|H|u;:mn1] Logstash

H Indﬂ'
: . A
i | i
¥ sharn
R melrios i ﬁ ireLweork|
Womory meirios i

_______________________________________ e JH )

_ )

- - ~ -
- Justlopg tofiles « Anmotate Log-Files « Formatl Log-Entrizs nigely || - &tore Log-Data « Wisualme
- Prowiis Log-Fllas as Volumes with tags - L]

Apgragata statistics - Indnax Log-Oata - Systarm main
IECLAE * - Ship to Logstash via - Wrila Log-Events 1o - Log-Dula

lumberjachk protecol - Elasboesarch
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Self-managing applications [ 5

Benefits of the architecture in case of (induced) failures

Request rate and mean response time

5000 SR S ERRERRERRE SERIERTEERTRIETNS R S '\I ..... : ‘ .............. =

— 4500 -~ feq.rate =R . S S R A T
: ' | : ; U E

§ 4000 | "eSP: t!me ; : I /. YIRS
E 3500 |
b : : N
E oo | ; | | | ;
S 2500 : | RN~ S IR RN e :
% 2000 | =M | |
5 1500 | N g e :
jo] : : : : : :
$ 1000 Y ki LT yvyy U A 4 W W
o 500 : : : . :

|
oo

WebServ. (#)
ON B O

Experiment time (sec)
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Stateful services / 1

Example: databases in CNA - CNDB

® Credentials ® Limits
. . _ - ® Timeouts - -
Application / Client Library 7 /J Database |
Service = Service
_ (stateless) “»Network Connection” ,  (stateful) J
self-managed application and database >
self-managed application > --- p_rcn_‘-.iii:igf-_rmnaged database

ICCLAB &
SPLAE
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Stateful services | 2

Are provider-managed databases a good idea?

Pricing for MySQL
service (orange) and
self-managed
container (green) at
Google Cloud:

pertarmance
110 i o mvailability

ur:lubilly,fl'ﬂf

ulli-Lenancy

rel Ty

ICCLAB &
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z
£
3| |z |
= 18 1T |B .3
[ = 3 |0 B
g lz |z |B |58
5212 [Z |u|E]
= [ e = | Application Interface Implementation
X- _ MySQL *
X|K| MaraD 3 *
y! X [X] PostareSC)L *
B [ [5G, Aurora
Chracle B
T SQL Server
X | LE2
(X )= X|X MongeDDB *
[ |~ | .
X" ' : £ oo ConchDB *
< -:-JSDN (L or similar (Mango ele.) i?_j'llﬁtf“iil-’t
x CosmozDB
= i TableStorage
X i b Diatastore
x [y BigTable (%)
XX | X | Redis *

Notes: 1: RDS, 2 Clond SQL. 3: Database Service, 4: CosmosDEBE adapter, 5:

ag Clondant NoSQL, 6; as ElastiCache; 7 via external RedisLabs service
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Stateful services / 3

Benchmarking with CNDBbench

Local or cloud-hosted Docker containers ] N Cloud services
sub-
Crate |---. salf- | Exp. Benchmark | scribe .-—{ Bluemix PostgreSQL |
» Manage d'ﬁl:kﬂf:l-:ﬂmpﬁ!ﬂ & bind |
L]
MongoDB F EEREEEREE R {---------- - Bluemix Cloudant |
H | Exp. Resilience | : I
CouchDB -4 ; - AWS RDS Aurora |
i : |
MySQOL -=d -l(-| Volume: Dataset 1 :--{ AWS RDS MyS0L |
. : |
- PostgreSQL ==t +| Volume: Results |- L --| Azure CosmosDB | )
NE3AS snare
Paas level)
A Murards |
Cand soace Racards databinsa v
flans level) database nonchmark benchmark | panchmark berchmark
A i hasting Contamer nasung Vil hizsting centainer hosting
Recards %
bhenchmark panchmark banchmark
EY ik i 14 i it Y
E|~::'| Ihasnllr-h ; applicaticn-rortralicd ' J proviee ~contrnllod J

a
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Stateful services / 4

Selected benchmark results

Daltabase systam respansea Limes deviation

1on

ID ] | I I | I |
pastgresgl-bluemmix
15 L mysql-l:uluermix i
2 | | |I |
S |1 i |Il ! II
5-'_ 10 F 1| |' |I‘ 1 || . ] | | |I
E IIIL"II II I A} |II I II| \ ||II ! Il III I'II |I II-. I Iill IIL--ll | [ 'I I| | |II 1 r"‘ I | fll"l"
e i I| | [ [T | | | L) |
? :"M_-'-.JI I'. II 4 III__._'I I|_.---.,I I' L) _,-'"-'I L ' II_..-I ! Ill_.-'l I M f 5
D _.L e e e e e _I"ﬁ'_——_'-_" _'Th__——l—" e e i —
] 11 20 a0 a0 20 60 0 ai B0 100
atbempk
Datahase system response timeas deviation
] I L] I L 1
rysgl-local
20 F mysgl-amazon-ros I]
(] mysgl-amazon-kubernetes
A f aurara- am.?zc-n -riis
| 'l | I| i ]
15 [ | 1t i | i I.-qJI I,_ A |I'I|_ In' 'II-I |
.'In l !II A i l.-_ I.I'-\.:_.'I . ."-l,"-ul il "I."H" 5 .': I.II | .
. \j e AN _“_.! _:' l__‘:l ._-::"‘_r_lq_. AL i Al _:|';\-'1|_.-€|' Bt ) '|'..|'I'\'7':f S
- : R T iy e e o |
10 |- 1
-
‘ , o ol ﬂ 1 1 i i 5 1 1
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Stateful services /5

Multi-tenancy considerations

v b ST &

—

shared DEMS one dedicated DBMS
sharcd DEMS, . ) )
Sred DBMS, rare shared DEMS, e edicated {or DBzas)

shared database, er tenant
shared database, < hared schema shared database, database per tenant 4
chared schema, . ahe schema per tenant

hared tahl act| are tablefcollectlan
shared tablefcal ection,

) ! prir Lenanl
LenanbaliributefColamn

level of izo aticn
reseurce consumplion + service cost + perlormance

Besh rase

----------

B
-
I R
—E R e
Eem

R L
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Stealth properties / 1

Basic assumptions: no trust in dependency cloud services
* may disappear

* may cause data leaks or irreversible deletion

* may be too slow

* lock-in effects

Solution idea:

* selective redundancy to achieve controlled trade-offs

* transmission, storage, processing over any number of nodes

* nodes can be spread across providers, no cooperation required (nor
desired in most cases)

ICCLAB &
SPI_ .._' .. :
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Stealth properties | 2

Data coding choices Havailabisity Hstealthiness

LS -

—

A

confiogentialily

Data coding trade-offs

& Confidentiality
\
~ high-grade
processable H“ | encryption
dispersed & | : R
encrypted data : .
o B
i -
o ) r' ] : '.-"i—\.
Availabitity ™ :

‘ : replicaticn | arigiral data
i i without encry ption

ICCLAB &%
SPLﬁ‘ i Runtime efficiency

dispersed  F—— B
data II—— Encryptefq ;
[ ariginal data ]7 ffdispcrscd”"j_-
yrrrrrrll 77 data 777
AFEncrypted data’L q
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Stealth properties /| 3

Data distribution choices

Equal distribution Prepartional distribution [a] Propertienal distribution [<] Preportional distribution [p]
54 54 52 52
a: 0,92 o3 a: 0,92 oy ar 0,92 o3 a: 0,92 o3
1 0.8 apa7 =1 p: 0.8 3:9,07 =1 - 0.8 50,97 1 0.3 @097
a: 0.99 0.4 a: 0.99 - 0.4 a: 0.99 p: 0.4 a:0.99 0.4
;0 LH ;1.1 |p:1.U
Data distribution trade-offs A Capacity

~equal distribution

costs
prapartiana

- a7 -
Paila- T _ . . umber
bility - ] - LT f services
I availability-
| proporticnal

| CApacity-
prapartional

ICCLAB ciency (1ps
SPLﬂ-,:f ¥ Costefficiency {1-p/c) 33



Stealth properties | 4

Data distribution algorithm: PICav+ (fast & precise)

* powerful: optimises for capacity, price, availability constraints & runtime
* staggered: considers all elements in powerset of candidate service set
* sliced: capacity-maximising calculation rings

* iterative: finds some result first, finds best result eventually

- f 1 ) ~
Homogeneous complexity:  availability = Z ( ) ay(n—ap)"
i=k \1
Heterogeneous complexity: aqvailability = Z Hﬂ, H 1 —a;
(each per slice) SeP. (C) \ieS  ieC\S

et i
heterogensous capacities

PIiCaw+ I.'|I5‘t|"|bl.ltll:lI'|J

fﬁm | Sweetspot

combinatorial combinatorial
PICav distribution ] '.ld-:_;g ered distribulion
bin-packing 1 L e
distribution = e
L. . i == = i~ B - " ) - -
" mpuon | (_peavasoien | [ cqubiunet ] [seasered v
‘ distributionT determination ‘l :
IECLAE sl algorithmie foaundation

SPLAE = [ optimisation methods | § clustering ) [ combination ) § staggering )
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Stealth properties / 5

Simulation/emulation tool: MC-SIM/MC-EMU

. Multi-Cloud Storage Simulator

Service Cwailability Capacity {Price Data Sig Data Red
— ™ google-drive 99,90 %/a  unlimited/elastic free
amazon-s3 98,86 %/a  unlimited/elastic free
atét 99,50 %/a  unlimited/elastic free
linode 99,95 %fa  unlimited/elastic free
apple-icloud 99.65%/a  unlimited/elastic free

J—
J—
J—
J—

Target availability (%): 98 £ Capacity (GB): ©  © | Price (€): © ~ | Preference: | Availability v | Runtime (s} |0
Algorithm; | FICav v | Tracing: | Important w || Determine distribution |

|aw100.0000% c-0:80.00% p:0.00 [time:2.33 ms]

» Sendces:

» [S[amazon-s3:f=1/r=0,av=0.9886,p=0.00,c=0], S[at&t:f=1/r=0,av=0.9950,p=0.00c=0], S[apple-
icloud:f=1/r=0,av=0.9965,p=0,00,c=0], S[google-drive:f=1/r=0,av=0.9980,p=0.00,c=0],
S[linode:f=1/r=0,av=0.9995,p=0.00,c=0]]

» Ordered services:

» [S[amazon-s3:f=1/r=0,av=0.9886,p=0.00,c=0], S[at&t:f=1/r=0,av=0.9950,p=0.00c=0], S[apple-
icloud:f=1/r=0,av=0.9965,p=0,00,c=0], S[google-drive:f=1/r=0,av=0.9980,p=0.00,c=0],
S[linode:f=1/r=0,av=0.9995,p=0.00,c=0]]

» Global availakility interval:

» (0,9886, 0,9995059959959999999)

= lterative clustering;

= (iteration:1)

‘ » (interval:0) (0.9886, 0.9995099999999999) {5 services} a 1 elements
w fralopilatinml e o e sl ahilite 0 Go

SPLAE




Stealth properties / 6

Stealth layer for applications

-

Trusted Domain

<App|icatinn>
<App|icatinn>

Registry/
Directory
Stealth Computing Layer service
\. /\
Service Evolution / Risks [ \\ .
: " function change 9 removal

orice change

unavailability

appearance loss of data

interface change

/

ﬁ data_locations = {0-10s: {s}, 11-20s: {s,s2}, 21-60s: {s2}}
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Conclusions

Future applications will be predominantly cloud-native

* self-managed microservice compositions

* elastically scalable, resilient, stealthy, adaptive to target environment

* but: effort-intensive, requires design reviews, testing, benchmarking and

fault injection

ICCLAB &
SPI_ .._' .. :
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