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Research Themes
● IaaS
● PaaS
● MobileCloud
● Dependability
● SDN



Genesis

• Concept of dependable computing first 
appears in 1830’s
– Babbage’s Calculating Engine

• IEEE-CS TC on Fault-Tolerant FAILURES in 
Computing, 1970

• IFIP WG 10.4 Dependable Computing and 
Fault Tolerance, 1980

• Product perspective vs (Internet of) Service

Avizienis, Laprie, Randell, “Fundamental Concepts of Dependability”



Taxonomy

Avizienis, Laprie, Randell, “Fundamental Concepts of Dependability”



Threats

– Faults, cause
●  Errors, cause

– Failures, cause
● Negative quality perception, causes

● Low to no value

Avizienis, Laprie, Randell, “Fundamental Concepts of Dependability”



Dependability

Avizienis, Laprie, Randell, “Fundamental Concepts of Dependability”



Dependability

Avizienis, Laprie, Randell, “Fundamental Concepts of Dependability”



Cloud Computing

The Panacea!

www.cloudcomp.ch



Cloud Computing
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No worries ...

… it's in the cloud



No worries ...

www.cloudcomp.ch
Apr 2011, Apr 2012, Jun 2012 ...



No worries ...
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Yesterday!



Cloud Computing Basics

IT Department

Developer

User

Tech Skill, Control

Ease of Use, Reliance



Design for dependability

On Premise On Cloud

On Premise
Application Architecture

On Premise
Application Architecture

?



Design for dependability
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Netflix in the Cloud at SV Forum
by Adrian Cockcroft on Mar 27, 2012

http://www.slideshare.net/adrianco
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Design for dependability
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● Stateless Services
● In the failure case requests can be routed to another 

service instance
● Data Stored Across Zones

● Multiple redundant hot copies of the data spread 
across zones



Design for dependability
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● Graceful Degradation
● Fail Fast: Set aggressive timeouts
● Fallbacks: Each feature is designed to degrade or fall 

back to a lower quality representation
● Feature Removal: Remove on-critical features early



Design for dependability
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● "N+1" Redundancy
● Allocate extra capacity

● Create Real Failures
● Simulate service failure
● Drill your engineering team to accept and deal with 

failures as part of life



Design for dependability
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● Multiple Region Support
● Automate inter-zone migration

● Avoid EBS dependency
● Keep stateful instances on S3



Dependability through federation

www.cloudcomp.ch

●  Amazon essentially is an internal federated cloud
● Zones within Regions

●  Nonetheless, users are dependent on Amazon
● Single point of failure, lock-in

●  Need to be able to federate amongst Cloud Providers
● Beyond Amazon → AWS + CloudSigma (+ ...)

● How?



Dependability through federation
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Protocol and API for
Management Of Cloud Service
Resources.



Dependability through federation
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● OCCI – An Intel innovation 
● Demo?

● Go see the demo in the show case area!



Dependability

• Definition needs to be updated 
– Need for trustworthiness through service 

inspection, introspection 

• Propose the additional attribute of
– Transparency

• But why?

www.cloudcomp.ch



Dependability
http://future-internet.appspot.com/

Enough?www.cloudcomp.ch

http://future-internet.appspot.com/


Transparency
But Why?

• Know what you're paying for

• Early detection of degrading performance

• Empower user to act

Joyent and CloudSigma are good examples

• expose great deal of information to end users

• Enable users to take control of “their” services

• Users are pro-actively involved in the SLA

www.cloudcomp.ch



Closing

● Dependability
– Needs service perspective

● Cloud dependability

– To be supported by cloud provider
● Transparency

– But ultimately also your responsibility
● Design for dependability

– Cloud application design
www.cloudcomp.ch
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Thanks, questions?



Backup



SLAs

Slide/topic could be dropped

Not necessary to talk about
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